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Abstract
This informational docunment gives exanples of Session Initiation
Protocol (SIP) test nessages designed to exercise and "torture" a
parser. They were devel oped as part of the SIPit SIP
interoperability testing events.

Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC- 2119 [1].
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1. Overvi ew

These SIP test nessages are based on the current version 2.0 of SIP
in RFC 3261[2] with SDP usage described in RFC 3264[ 3].

Note that this document is informational, and is NOT NORMATI VE on any
aspect of SIP syntax.

2. SI P Test Messages

The files in here are test nessages for SIP servers to exercise
various functions. They have been used in SIPit

interoperability events. Al messages shown here are valid, unless
otherwi se noted. The correct behavior of servers and clients is also
descri bed.

2.1 I NVI TE Parser Torture Test Message
This message is a correctly formatted SIP nessage. It contains:

line folding all over

escaped characters within quotes

LWS between col ons, senicol ons, headers, and other fields
bot h comma separated and separate listing of headers

nm x or short and long formfor the same header

unknown header field

unusual header ordering

unknown paraneters of a known header

Proxi es should forward nessage and clients should respond as to a
normal | NVI TE nessage.
Message Detail s

I NVI TE si p: vi vekg@hai r.dnrc. bell -1abs.com SIP/ 2.0

TO :
si p: vivekg@hair.dnrc. bell-1abs. com; t ag = 1918181833n
From : "J Rosenberg \\\"" <sip:jdrosen@ ucent.conp

{ag = 98asj d8
Max- Forwar ds: 6
Cal | -1 D: OhaOi sndaksdj @0.1.1.1
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cseq: 8
I NVI TE
Via : SIP / 2.0
/ UDP
135. 180. 130. 133; branch=z9hG4bKkdj uw
Subj ect

hbmFanglédeader: newf angl ed val ue
nmor e newf angl ed val ue
Cont ent - Type: application/sdp

v: SIP [/ 2.0 [/ TCP 1192. 168. 156. 222 ;
branch = 9ikj8
SIP [/ 2.0 /[ UDP 192.168. 255. 111 ; hi dden
m"Quoted string \"\"" <sip:jdrosen@ell-I|abs.con» ; newparam =
newal ue ;
secondparam = secondvalue ; q = 0. 33,
tel: 4443322
v=0
o=nhandl ey 29739 7272939 IN IP4 126.5.4.3
S=-
c=IN I P4 135.180. 130. 88
t=0 0

mrFaudi o 492170 RTP/ AVP 0 12
nmrvi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC

.2 INVITE with Proxy-Require and Require

This nmessage tests support for Proxy-Require and Require. It is a
request that contains both headers, listing new features.

Proxies and clients should respond with a 420 Bad Extension, and an
Unsupported header listing these features.

Message Detail s

I NVI TE si p: user @onpany.com SIP/ 2.0

To: sip:j_user@onpany.com

From sip:caller@niversity.edu;tag=242etr

Max- Forward: 6

Cal | -1 D: OhaOi sndaksdj @0.1.1.1

Requi re: newfeaturel, newfeature2

Proxy- Requi re: newf eature3, newf eature4

CSeq: 8 INVITE

Via: SIP/2.0/UDP 135.180. 130. 133; branch=z9h4bKkdj uw
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2.3 INVI TE with Unknown Schenes in URl's

Thi s message contai ns unknown schenes in the Request URI, To, From
and Contact headers of a request.

A server should probably return a not found error; but other
behavi ors are acceptabl e.

Message Detail s

I NVI TE nane: John_Smith SIP/ 2.0

To: isbn: 2983792873

From <http://ww.cs. col unbi a. edu>; t ag=3234233

Call -1 D OhaOi sndaksdj @0.1.2.3

CSeq: 8 INVITE

Max- Forward: 7

Via: SIP/2.0/UDP 135.180. 130. 133: 5060; br anch=z9h&4bKkdj uw
Cont ent - Type: application/sdp

v=0

o=nmhandl ey 29739 7272939 IN IP4 126.5.4.3
S=-

c=IN I P4 135.180.130. 88

t=0 0

mraudi 0 492170 RTP/ AVP 0 12
mevi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC

2.4 REG STER wi th Y2038 Test

This nmessage is a registration request with an expiration year of
2040. This nakes sure that a server doesn’'t crash on seeing a date
past Y2038.

The correct behavior is probably to limt the lifetime to some
configured maxi num

Message Detail s

REQ STER si p: conpany.com SIP/ 2.0

To: sip:user @onpany. com

From sip:user @onpany. comtag=3411345
Max- Forwar ds: 8

Contact: sip:user @ost.conmpany.com

Cal | -1 D: OhaOi sndaksdj @0.0.0.1
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CSeq: 8 REQ STER
Via: SIP/2.0/UDP 135.180. 130. 133; br anch=z9h&4bKkdj uw
Expires: Sat, 01 Dec 2040 16:00: 00 GVII

2.5 INVITE with inconsistent Accept and nessage body

This is a UAStest. It is a request that includes an Accept header
wi t hout SDP. The UAS shoul d respond with an error.

Message Detail s

I NVI TE si p: user @onpany.com SIP/ 2.0

To: sip:j_user@onpany.com

From sip:caller@niversity.edu;tag=234

Max- Forwards: 5

Cal | -1 D: OhaOi sndaksdj @0.0.0.1

Accept : text/newf or mat

CSeq: 8 INVITE

Via: SIP/2.0/UDP 135.180. 130. 133; br anch=z9h&bkKkdj uw
Cont ent - Type: application/sdp

v=0

c=IN I P4 135.180. 130. 88
mraudi 0 492170 RTP/ AVP 0 12
mevi deo 3227 RTP/ AVP 31
a=rt pmap: 31 LPC

2.6 I NVITE with non- SDP nessage body

This is a test of a user agent server. It is a request that includes
a body of a non-SDP type.

The user agent server should respond with an error.
Message Detail s

I NVI TE si p: user @onmapny.com SIP/ 2.0

To: sip:j.user @onpany.com

From sip:caller@niversity.edu;tag=8

Max- Forwards: 70

Cal | -1 D: OhaOi sndaksdj @0.0.0.1

CSeq: 8 INVITE

Via: SIP/2.0/UDP 135.180. 130. 133; branch=z9h&4bKkdj uw
Cont ent - Type: application/ newf or mat

Johnston et al Expires - February 2002 [ Page 6]



SIP Torture Test Messages August 2002

<audi o>
<pcmu port="443"/>
</ audi 0>

2.7 Unknown Met hod Message
Thi s request nessage contains a new unknown nethod, NEWETHOD.

A proxy should forward this using the same retransnission rules as
BYE. A UAS should reject it with an error, and list the available
nmet hods in the response.

Message Detail s

NEWVETHOD si p: user @onapny.com SIP/ 2.0

To: sip:j.user@onpany.com

From sip:caller@niversity. edu;tag=34525

Max- Forwar ds: 6

Cal | -1 D: OhaOi sndaksdj @0.0.0.1

CSeq: 8 NEWVETHCOD

Via: SIP/2.0/UDP 135.180. 130. 133; br anch=z9h&4bKkdj uw
Cont ent - Type: application/sdp

v=0

o=nmhandl ey 29739 7272939 IN IP4 126.5.4.3
c=IN I P4 135.180. 130. 88

mFaudi o 492170 RTP/ AVP 0 12

mevi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC

2.8 Unknown Method with CSeq Error
This message is nearly identical to the Unknown Method nessage. It is
a request with a new unknown nmethod, but with a CSeq nethod tag which
does not match.
A proxy should either respond with an error, or correct the nethod

tag. The user agent should reject it with an error, and list the
avai l abl e met hods in the response.

Message Detail s
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NEWVETHOD si p: user @onapny.com SIP/ 2.0

To: sip:j.user@onpany.com

From sip:caller@niversity.edu;tag=23411413

Max- Forwards: 3

Cal |l -1 D: OhaOi sndaksdj @0.0.1.1

CSeq: 8 INVITE

Via: SIP/2.0/UDP 135.180. 130. 133; branch=29h&4bKkdj uw
Cont ent - Type: application/sdp

v=0

o=mhandl ey 29739 7272939 IN IP4 126.5.4.3
S=-

c=IN I P4 135.180. 130. 88

t=0 0

mraudi 0 492170 RTP/ AVP 0 12
mevi deo 3227 RTP/ AVP 31
a=rt pmap: 31 LPC

2.9 REG STER wi t h Unknown Aut hori zati on Schene

This nmessage is a REQ STER request with an unknown aut horization
schene.

The server should do sonething reasonabl e, such as rejecting the
request.

Message Detail s

REQ STER si p: conpany.com SIP/ 2.0

To: sip:j.user@onpany.com

From sip:j.user@onpany.comtag=87321hj 23128

Max- Forwar ds: 8

Cal | -1 D: OhaOi sndaksdj @0.0.1.1

CSeq: 8 REQ STER

Via: SIP/2.0/UDP 135.180. 130. 133; branch=z9h&bKkdj uw

Aut hori zati on: Super-PGP aj sohdaosdhOasyhdai nd08yasdknasd09asi dhas0d8

2.10 Multiple SIP Request in a Single Message

Thi s nmessage contains two requests, separated by a bunch of

whi t espace. Since the nmessage exceeds the length indicated in the
Content-Lengt h header, the nmessage should be rejected. (Miltiple SIP
requests per UDP packet are no | onger allowed.)
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Message Detail s

REQ STER si p: conpany.com SIP/ 2.0

To: sip:j.user@onpany.com

From sip:j.user@onpany. comtag=43251j 3j 324

Max- Forwards: 8

Cal | -1 D 0OhaOi sndaksdj @o0.0. 2.2

Contact: sip:j.user@ost.conpany.com

CSeq: 8 REQ STER

Via: SIP/2.0/UDP 135.180. 130. 133; branch=z9h&4bKkdj uw
Content-Length: O

I NVI TE si p:j oe@onpany.com SIP/2.0

To: sip:joe@onpany.com

From sip:caller@niversity. edu;tag=141334

Max- Forwar ds: 8

Cal | -1 D. OhaOi snda977644900765@0.0.0. 1

CSeq: 8 INVITE

Via: SIP/2.0/UDP 135.180. 130. 133; branch=z9h&4bKkdj uw
Cont ent - Type: application/sdp

v=0

o=nmhandl ey 29739 7272939 IN | P4 126.5.4.3
S=-

c=IN I P4 135.180.130. 88

t=0 0

mFaudi o 492170 RTP/ AVP 0 12
m =vi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC

2.11 I NVI TE mi ssing Required Headers
Thi s message contains no Call-1D, From or To header.
The server should not crash, and ideally should respond with an
error.
Message Detail s
I NVI TE si p: user @onpany.com SIP/ 2.0

CSeq: O INVITE
Via: SIP/2.0/UDP 135.180. 130. 133; br anch=29h&4bKkdj uw
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Cont ent - Type: application/sdp

v=0

o=nmhandl ey 29739 7272939 IN | P4 126.5.4.3
S=-

c=IN 1P4 135.180. 130. 88

t=0 0

mraudi 0 492170 RTP/ AVP 0 12

mevi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC

2.12 INVITE with Duplicate Required Headers
The nmessage contains a request with an extra Call-I1D and To field.

The server should not crash, and should ideally respond with an
error.

Message Detail s

I NVI TE si p: user @onpany.com SIP/ 2.0

Via: SIP/2.0/UDP 135.180. 130. 133; br anch=z9h&4bKkdj uw
Max- Forwards: 70

CSeqg: 0 INVITE

Call -1 D 98asdh@0.1.1.1

Call -1 D 98asdh@0.1.1.2

From sip:caller@niversity.edu;tag=3413415

From sip:caller@rganization.org

To: sip:user @onpany. com

Cont ent - Type: application/sdp

v=0

o=mhandl ey 29739 7272939 IN IP4 126.5.4.3
S=-

c=IN I P4 135.180. 130. 88

t=0 0

mraudi 0 492170 RTP/ AVP 0 12

mevi deo 3227 RTP/ AVP 31

a=rtpnmap: 31 LPC

2.13 INVITEwith Illegal Expires Header

Thi s message contai ns an Expires header which has illegal values for
a nunber of conponents, but otherwi se is syntactically correct.
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Message Detail s

I NVI TE si p: user @onpany.com SIP/ 2.0

Via: SIP/2.0/UDP 135.180. 130. 133; branch=z9h&4bKkdj uw
Max- Forwar ds: 88

CSeq: 0 INVITE

Call -1 D 98asdh@0.1.1.2

Expires: Thu, 44 Dec 19999 16:00: 00 EDT

From sip:caller@niversity.edu;tag=3651

To: si p:user @onpany. com

Cont ent - Type: application/sdp

v=0

o=nmhandl ey 29739 7272939 IN | P4 126.5.4.3
S=-

c=IN I1P4 135.180. 130. 88

t=0 0

mraudi 0 492170 RTP/ AVP 0 12

mevi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC

2.14 200 OK Response with Broadcast Via Header
This nmessage is a response with a 2nd Via header of 255.255.255. 255.

On receiving this response, the top Via header is stripped and the
packet forwarded. Since the next address is the broadcast address,
it causes the packet to be broadcast onto the network. A smart server
shoul d i gnore packets with 2nd Via headers that are 255.255. 255. 255
or 127.0.0.1. At the very least it should not crash.

Message Detail s

SIP/2.0 200 K

Via: SIP/2.0/UDP 135.180.130.57; branch=0
Via: SIP/2.0/UDP 255.255. 255. 255; branch=0
Max- Forwar ds: 70

Call -1 D: 0384840201@0.1.1.1

CSeq: 0 INVITE

From sip:user @onpany. comtag=11141343
To: sip:user@niversity.edu;tag=2229

Cont ent - Type: application/sdp

v=0
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o=rmhandl ey 29739 7272939 IN | P4 126.5.4.3
S=-

c=IN P4 224.2.17.12/ 127

t=0 0

mrFaudi o 492170 RTP/ AVP 0 12

nmrvi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC

2.15 INVITEwith Invalid Via and Contact Headers

This is a request with the Via and Contact headers incorrect. They
contain additional sem colons and comras w t hout paranmeters or
val ues.

The server should respond with a Bad Request error.

Message Detail s

I NVI TE si p: user @onpany.com SIP/ 2.0

To: sip:j.user@onpany.com

From sip:caller@niversity.edu;tag=134161461246
Max- Forwards: 7

Call -1 D OhaOi sndaksdj @0.0.0.1

CSeq: 8 INVITE

Via: SIP/2.0/UDP 135.180.130.133;;,;

Contact: "" <> ;,"Joe" <sip:joe@rg.org>;;,,;;
Cont ent - Type: application/sdp

v=0

o=nmhandl ey 29739 7272939 IN | P4 126.5.4.3
S=-

c=IN I P4 135.180.130. 88

t=0 0

mFaudi o 492170 RTP/ AVP 0 12
mevi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC

2.16 INVITE with I ncorrect Content-Length Header

This is a request nmessage with a Content Length that is much | arger
than the | ength of the body.

When sent UDP, the server should respond with an error. Wth TCP,
there’s not much you can do but wait...
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Message Detail s

I NVI TE si p: user @onpany.com SIP/ 2.0

Max- Forwar ds: 80

To: sip:j.user @onpany.com

From sip:caller@niversity. edu;tag=9394293902
Call -1 D OhaOi sndaksdj @0.0.0.1

CSeq: 8 INVITE

Via: SIP/2.0/UDP 135.180.130.133

Cont ent - Type: application/sdp

Cont ent - Lengt h: 9999

v=0

o=nmhandl ey 29739 7272939 IN I P4 126.5.4.3
S=-

c=IN I P4 135.180.130. 88

t=0 0

mraudi 0 492170 RTP/ AVP 0 12
mevi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC

2. 17 INVITEwith Invalid Value for Content-Length
This is a request nessage with a negative value for Content-Length.

The server should respond with an error.

Message Detail s

I NVI TE si p: user @onpany.com SIP/ 2.0

Max- Forwar ds: 254

To: sip:j.user @onpany.com

From sip:caller@niversity.edu;tag=3

Cal | -1 D OhaOi sndaksdj @0.0.0.1

CSeq: 8 INVITE

Via: SIP/2.0/UDP 135.180. 130. 133; branch=z9h&4bKkdj uw
Cont ent - Type: application/sdp

Content - Lengt h: -999

v=0

o=nmhandl ey 29739 7272939 IN IP4 126.5.4.3
S=-

c=IN I P4 135.180.130. 88

t=0 0
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mFaudi o 492170 RTP/ AVP 0 12
mevi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC

2.18 INVITE with Garbage after Message Body

This is a request nessage with garbage after the end of the SDP
i ncluded in the body.

The servers should reject the request as the body is |onger than the
Cont ent - Lengt h.

Message Detail s

I NVI TE si p: user @onpany.com SIP/2.0

To: sip:j.user@onpany.com

From sip:caller@niversity. edu;tag=3223
Max- Forwards: 7

Cal | -1 D: OhaOi sndaksdj @0.0.0.1

CSeq: 8 INVITE

Via: SIP/2.0/UDP 135.180.130. 133
Cont ent - Type: application/sdp

Cont ent - Lengt h: 138

v=0

o=mhandl ey 29739 7272939 IN IP4 126.5.4.3
S=-

c=IN I P4 135.180. 130. 88

t=0 0

mraudi 0 492170 RTP/ AVP 0 12
mevi deo 3227 RTP/ AVP 31
a=rtpnmap: 31 LPC
asdpasdO8asdsdk: ; ; asd

a0sdj hg8al'’..." " ;;;;

2.19 INVITE with Error in Display Name in To Header

This is a request with an untermnated quote in the display name of
the To field.

The server can either return an error, or proxy it if it is
successful parsing without the term nating quote.
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Message Detail s

I NVI TE si p: user @onpany.com SIP/ 2.0

To: "M. J. User <sip:j.user@onpany.conp

From sip:caller@niversity. edu;tag=93334

Max- Forwar ds: 10

Call -1 D OhaOi sndaksdj @0.0.0.1

CSeq: 8 INVITE

Via: SIP/2.0/UDP 135.180.130. 133: 5050; br anch=z9h&4bKkdj uw
Cont ent - Type: application/sdp

Content-Length: 138

v=0

o=nmhandl ey 29739 7272939 IN I P4 126.5.4.3
S=-

c=I N I P4 135. 180. 130. 88

t=0 0

mFaudi o 492170 RTP/ AVP 0 12

mevi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC

2.20 INVITE with a Senicol on- Separated Paraneter in the "user" Part

This is an INVITE request with a senicol on-separated paraneter in
the "user" part.

Qut bound proxies should direct it appropriately.

Message Detail s

I NVI TE si p: user; par =u%0h. com@onpany. com S| P/ 2. 0

To: sip:j_user@onpany.com

From sip:caller@niversity.edu;tag=33242

Max- Forwar ds: 3

Call -1 D OhaOi sndaksdj @0.1.1.1

CSeq: 8 INVITE

Via: SIP/2.0/UDP 135.180. 130. 133; branch=z9h&4bKkdj uw

2.21 INVITE with Illegal Enclosing of Request-URI in "<>"

This INVITE is ill egal because the Request-UR has been encl osed
withinin "<>",
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An intelligent server may be able to deal with this and fix up
athe Request-URlI if acting as a Proxy. If not it should respond 400
with an appropriate reason phrase.

Message Detail s

I NVI TE <si p: user @onpany. con> SIP/2.0

To: sip:user @onpany. com

From sip:caller@niversity.edu;tag=39291
Max- Forwar ds: 23

Call-ID 1@0.0.0.1

CSeq: 1 INVITE

Via: SIP/2.0/UDP 135.180.130. 133

Cont ent - Type: application/sdp
Content-Length: 174

v=0

o=rmhandl ey 29739 7272939 IN | P4 126.5.4.3
S=-

c=IN I P4 135.180.130. 88

t =3149328700 O

mrFaudi o 492170 RTP/ AVP 0 12

nmrvi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC

2.22 INVITEwith Illegal LWS within El enents of Request-URI
This INVITE has illegal LWs within the SIP UR .

An intelligent server may be able to deal with this and fix up
the Request-URI if acting as a Proxy. If not it should respond 400
with an appropriate reason phrase.

Message Detail s

I NVI TE si p: user @onpany. cony transport=udp SIP/ 2.0

To: sip:user@onpany. com

From sip:caller@niversity.edu;tag=231413434

Max- Forwar ds: 5

Call-1D 2@0.0.0.1

CSeq: 1 INVITE

Via: SIP/2.0/UDP 135.180.130. 133: 5060; br anch=z9h&4bKkdj uw
Cont ent - Type: application/sdp

Content-Length: 174

Johnston et al Expires - February 2002 [ Page 16]



SIP Torture Test Messages August 2002

v=0

o=nmhandl ey 29739 7272939 IN I P4 126.5.4.3
S=-

c=I N I P4 135.180. 130. 88

t=3149328700 O

mraudi o 492170 RTP/ AVP 0 12

mevi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC

2.23 INVITE with illegal >1 SP between el enents of Request URI
This INVITE has illegal >1 SP between el enments of the Request-URI.

An intelligent server may be able to deal with this and fix up
the Request-URI if acting as a Proxy. If not it should respond 400
with an appropriate reason phrase.

Message Detail s

I NVI TE si p: user @onpany.com SIP/2.0

Max- Forwar ds: 8

To: si p:user @onpany. com

From sip:caller@niversity. edu;tag=8814

Call-1D 3@0.0.0.1

CSeq: 1 INVITE

Via: SIP/2.0/UDP 135.180. 130. 133: 5060; br anch=z9h&4bKkdj uw
Cont ent - Type: application/sdp

Content - Length: 174

v=0

o=nmhandl ey 29739 7272939 IN | P4 126.5.4.3
S=-

c=IN I P4 135.180. 130. 88

t=0 0

mraudi 0 492170 RTP/ AVP 0 12

mevi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC

2.24 INVITEwith a legal SIP URI containing escaped characters

This INVITE is legal and has a Request-URI with a SIP URl containing
escaped characters.

Johnston et al Expires - February 2002 [ Page 17]



SIP Torture Test Messages August 2002

Message Detail s

I NVI TE si p: si p¥BAuser ¥%0exanpl e. com@onpany. com ot her - par am=sunmni t
SIP/2.0

To: sip:user @onpany. com

From sip:caller@niversity.edu;tag=938

Max- Forwar ds: 87

Call-1D 4@0.0.0.1

CSeq: 1 INVITE

Via: SIP/2.0/UDP 135.180.130. 133: 5060; br anch=z9h&4bKkdj uw

Cont ent - Type: application/sdp

Content-Length: 174

v=0

o=nmhandl ey 29739 7272939 IN I P4 126.5.4.3
S=-

c=I N I P4 135. 180. 130. 88

t=0 0

mFaudi o 492170 RTP/ AVP 0 12

mevi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC

2.25 INVITEwith the illegal use of escaped headers in Request-URI

This INVITE is illegal as it the Request-URl contains a SIP UR
cont ai ni ng
escaped headers.

An intelligent server may be |iberal enough to accept this. A server
acting as a proxy should renove the escaped header before processing.

Message Detail s

I NVI TE si p: user @onpany. con?Rout e=%3Csi p: si p. exanpl e. conBE SI P/ 2.0
To: sip:user @onpany. com

From sip:caller@niversity.edu;tag=341518

Max- Forwards: 7

Call-ID 5@0.0.0.1

CSeq: 1 INVITE

Via: SIP/2.0/UDP 135.180.130. 133: 5060; br anch=z9hG4bKkdj uw

Cont ent - Type: application/sdp

Content-Length: 174

v=0

o=mhandl ey 29739 7272939 IN I P4 126.5.4.3
S=-
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c=IN | P4 135.180. 130. 88

t=0 0

mraudi 0 492170 RTP/ AVP 0 12
mevi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC

2.26 I NVI TE contai ning an unknown schene in the Request URI
This INVITE contai ns an unknown URI schenme in the Request-URl.

A server should reject this nmessage with a 400 response plus an
appropri ate reason phrase despite being able to understand the
To header as a SIP URI.

Message Detail s

I NVI TE name: user SIP/2.0

To: sip:user @onpany. com

From sip:caller@niversity.edu;tag=384

Max- Forwards: 3

Call-ID 6@0.0.0.1

CSeq: 1 INVITE

Via: SIP/2.0/UDP 135.180.130. 133; br anch=z9h&4bKkdj uw
Cont ent - Type: application/sdp

Content-Length: 174

v=0

o=rmhandl ey 29739 7272939 IN | P4 126.5.4.3
S=-

c=IN I P4 135.180. 130. 88

t=0 0

mrFaudi o 492170 RTP/ AVP 0 12
nmrvi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC

2.27 OPTIONS with no LWS between di splay nane and <

This OPTIONS request is |egal despite there being no LW5 between
the display name and < in the From header.

Message Detail s

OPTI ONS si p: user @onpany.com SIP/ 2.0
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To: sip:user@onpany.com

From "caller"<sip:caller@xanple.conp;tag=323

Max- Forwards: 70

Call -1 D 1234abcd@0.0.0.1

CSeq: 1 OPTIONS

Via: SIP/2.0/UDP 135.180.130. 133: 5060; br anch=z9h&4bKkdj uw

2.28 OPTIONS with extran LWS between di splay nane and <

This OPTIONS request is |egal despite there being extra LW5 between
the display nanme and < in the From header.

Message Detail s

OPTI ONS si p: user @onpany.com SIP/ 2.0

To: sip:user @onpany.com

From "caller" <si p: cal | er @xanpl e. conp; t ag=32

Max- Forwards: 70

Call -1 D 1234abcd@0.0.0.1

CSeq: 2 OPTI ONS

Via: SIP/2.0/UDP 135.180. 130. 133: 5060; br anch=z9h&4bKkdj uw

2.29 INVITEwith an illegal SIP Date fornmat.
This INVITE is illegal as it contains a non GMI tine zone in the SIP
Dat e header.

An intelligent server may be able to fix this up and correct the time
to GMI. Alternatively this message may illicit a 400 response with an
appropriate reason phrase.

Message Detail s

I NVI TE si p: user @onpany.com SIP/ 2.0

To: sip:user @onpany. com

From sip:caller@niversity.edu;tag=2

Max- Forwar ds: 70

Call-ID 7@0.0.0.1

CSeq: 1 INVITE

Via: SIP/2.0/UDP 135.180.130. 133: 5060; br anch=z9hG4bKkdj uw
Date: Fri, 01 Jan 2010 16:00: 00 EST

Cont ent - Type: application/sdp

Content-Length: 174
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v=0

o=nmhandl ey 29739 7272939 IN I P4 126.5.4.3
S=-

c=I N I P4 135.180. 130. 88

t=0 0

mraudi o 492170 RTP/ AVP 0 12

mevi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC

2. 30 I NVITE with Passed Expries Tine

This is a legal INVITE but the nmessage content has | ong since
expired.

A server should respond 408 (Tinmeout).

Message Detail s

I NVI TE si p: user @onpany.com SIP/ 2.0

To: sip:user @onpany. com

From sip:caller@niversity.edu;tag=3843

Max- Forwar ds: 70

Call-1D 8@0.0.0.1

CSeq: 1 INVITE

Via: SIP/2.0/UDP 135.180.130. 133: 5060; br anch=z9h&4bKkdj uw
Expires: Thu, 01 Dec 1994 16:00: 00 GMI

Cont ent - Type: application/sdp

Content - Length: 174

v=0

o=nmhandl ey 29739 7272939 IN | P4 126.5.4.3
S=-

c=IN I P4 135.180. 130. 88

t=0 0

mraudi 0 492170 RTP/ AVP 0 12

mevi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC

2.31 INVITE with Max- Forwards Set to Zero
This is a legal SIP request with the Max-Forwards header set to zero.
A proxy or gateway should not forward the request and respond 483

(Too Many Hops).

Johnston et al Expires - February 2002 [ Page 21]



SIP Torture Test Messages August 2002

Message Detail s

I NVI TE si p: user @onpany.com SIP/ 2.0

To: sip:user @onpany. com

From sip:caller@niversity.edu;tag=3ghsd4l

Call-1D 9@0.0.0.1

CSeq: 1 INVITE

Via: SIP/2.0/UDP 135.180.130. 133: 5060; br anch=z9h&4bKkdj uw
Max- Forwards: O

Cont ent - Type: application/sdp

Content-Length: 174

v=0

o=nmhandl ey 29739 7272939 IN | P4 126.5.4.3
S=-

c=IN I1P4 135.180. 130. 88

t=0 0

mraudi 0 492170 RTP/ AVP 0 12

mevi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC

2.32 REA STER with a Escaped Header in a Legal SIP URI of a Contact

This is a |l egal REQ STER nessage where the Contact header contains a
SIP URI with an escaped header within it.

Message Detail s

REQ STER si p: conpany.com SIP/ 2.0

To: sip:user @onpany. com

From sip:user @onpany. comtag=8

Max- Forwards: 70

Cont act: sip:user @ost.conpany.com

Cal | -1 D: k345asrl 3fdbv@o.0.0.1

CSeq: 1 REQ STER

Via: SIP/2.0/UDP 135.180. 130. 133: 5060; br anch=z9h&4bKkdj uw

Cont act: <si p: user @xanpl e. con?Rout e=%3Csi p: si p. exanpl e. con¥BE>

2.33 REA STER with a Escaped Header in a Illegal SIP URI of a Contact

This is an illegal nessage as the REGQ STER request contains a SIP
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URI with an escaped header but it is not enclosed in <>

A server should respond 400 with an appropri ate reason phrase.

Message Detail s

REQ STER si p: conpany.com SIP/ 2.0

To: sip:user @onpany. com

From sip:user @onpany. com tag=998332

Max- Forwards: 70

Contact: sip:user @ost.conmpany.com

Call-1D k345asrl 3fdbv@o0.0.0.1

CSeq: 1 REQ STER

Via: SIP/2.0/UDP 135.180.130. 133: 5060; br anch=z9hG4bKkdj uw
Cont act: sip: user @xanpl e. con?Rout e=%3Csi p: si p. exanpl e. con?BE

2.34 INVITE with Long Val ues in Headers

This is a |l egal nessage that contains |ong values in nany headers.

Message Detail s

I NVI TE si p: user @onpany.com SIP/ 2.0

To: "I have a user nane of extrene proportion"

<si p: user @onpany. com 6000; ot her -

par an=1234567890sonet hi ngel sel ong1234567890>

From sip:caller@niversity. edu;tag=12481841982424
Call-1D:

kl 24ahsd546f ol nyt 2vbak9sad98u23naodi unzds09a3bqwisdf bsk34poouynmmae004
3nsed09nf kvc74bd0cuwnnms 05dknw87hj pobd76f

CSeq: 1 INVITE

P- My- State: sl dkjfl zdsfaret0803adgaasdOaf dsOasdaasd
a: SIP/2.0/ TCP si p33. exanpl e. com

SI P/ 2.0/ TCP si p32. exanpl e. com

SI P/ 2.0/ TCP si p31. exanpl e. com

SI P/ 2.0/ TCP si p30. exanpl e. com

SI P/ 2.0/ TCP si p29. exanpl e. com

SI P/ 2.0/ TCP si p28. exanpl e. com

SI P/ 2.0/ TCP sip27. exanpl e. com

SI P/ 2.0/ TCP si p26. exanpl e. com

SI P/ 2.0/ TCP si p25. exanpl e. com

SI P/ 2.0/ TCP si p24. exanpl e. com

SI P/ 2.0/ TCP si p23. exanpl e. com

SI P/ 2.0/ TCP si p22. exanpl e. com

SI P/ 2.0/ TCP si p2l. exanpl e. com

S
LoD
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SI P/ 2.0/ TCP si p20. exanpl e. com
SI P/ 2.0/ TCP si pl9. exanpl e. com
SI P/ 2.0/ TCP si pl8. exanpl e. com
SI P/ 2.0/ TCP si pl7. exanpl e. com
SI P/ 2.0/ TCP si pl6. exanpl e. com
SI P/ 2.0/ TCP si pl5. exanpl e. com
SI P/ 2.0/ TCP si pl4. exanpl e. com
SI P/ 2.0/ TCP si pl3. exanpl e. com
SI P/ 2.0/ TCP si pl2. exanpl e. com
SI P/ 2.0/ TCP si pll. exanpl e. com
SI P/ 2.0/ TCP si pl0. exanpl e. com
SI P/ 2.0/ TCP si p9. exanpl e. com
SI P/ 2.0/ TCP si p8. exanpl e. com
SI P/ 2.0/ TCP sip7. exanpl e. com
SI P/ 2.0/ TCP si p6. exanpl e. com
SI P/ 2.0/ TCP si p5. exanpl e. com
SI P/ 2.0/ TCP si p4. exanpl e. com
SI P/ 2.0/ TCP si p3. exanpl e. com
SI P/ 2.0/ TCP si p2. exanpl e. com

: SIP/2.0/ TCP sipl. exanpl e. com
a: SIP/2.0/ TCP
host . exanpl e. conm recei ved=135. 180. 130. 133; branch=C1C3344E2710000000E2
99E568E7pot at 010pot at o0pot at 00
Cont ent - Type: application/sdp

SSSSSSsSsSsSsSsssssss<s<s5£<<
POV

v=0

o=nmhandl ey 29739 7272939 IN I P4 126.5.4.3
S=-

c=I N I P4 135.180. 130. 88

t=0 0

mFaudi o 492170 RTP/ AVP 0 12

mevi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC

2.35 OPTIONS with multiple headers.
This is an illegal and badly nmangl ed nessage.
A server should respond 400 with an appropriate reason phrase if it
can. It may just drop this nessage.
Message Detail s
OPTI ONS si p: 135.180. 130.133 SIP/2.0

Via: SIP/2.0/UDP conpany. com 5604
Max- Forwar ds: 70
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From sip:iuser@onpany. contag=74345345
To: sip:user@35.180.130. 133

Call-1D 1804928587@onpany. com

CSeq: 1 OPTIONS

Expires: 0 Ol @onpany. com

To: sip:user@35.180.130. 133

Call-1D 1804928587@onpany. com

CSeq: 1 OPTIONS

Cont act: sip: host. conpany.com

Expi res: Oxpires: O0sip:host.conpany.com
Expires: O

Cont act: sip: host.company.com

2. 36 INVITE with | arge nunber of SDP attributes and tel ephone subscri ber
Request - URI

This is a |l egal nmessage with a |large nunber of SDP attributes and a
| ong tel ephone subscriber Request-URI

Message Detail s

I NVI TE si p: +19725552222; phone-

cont ext =name%l0donmai n; new=user ?%22Rout e¥Ba%R0X%10YYBbZ=W@2@wl. at | an
ta. com user =phone SIP/2.0

Via: SIP/2.0/UDP iftgw. biloxi.com5060; branch=z9h&4bKj eefr 3

Max- Forwar ds: 70

From

<si p: +13035551111@ft.client. atl anta. conm user =phone>; t ag=332I f | ke
To: sip: +16555552222@s1. atl ant a. com user =phone

Call-1D: 1717@ft.client. atl anta.com

CSeq: 56 INVITE

Cont ent - Type: application/sdp

Cont ent - Lengt h: 320

v=0

o=f axgwl 2890844527 2890844527 IN | P4 iftgw. biloxi.com
sS=-

c=IN IP4 iftng. biloxi.com

t=0 0

mei mage 49172 udpt!| t 38

a=T38FaxVer si on: 0

a=T38mexBi t Rat e: 14400

a=T38FaxFi | | Bi t Renoval : 0
a=T38FaxTranscodi ngMVR: 0
a=T38FaxTranscodi ngJBI G 0

a=T38FaxRat eManagenent : t ransf erredTCF
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a=T38FaxMaxBuf f er: 260
a=T38FaxUdpEC: t 38UDPR

2.37 REA STER with a contact paraneter.

Thi s REGQ STER contains a contact where the ’'user’ parameter should be
interpreted as being a contact-param and not a url-param

The regi ster should succeed but a subsequent retrieval of the
regi stration must not include "user=phone" as a url-paraneter.

Message Detail s

REQ STER si p: bell-tel.com SIP/2.0

Via: SIP/2.0/UDP saturn. bell-tel.com 5060; branch=z9h&4bKkdj uw
Max- Forwar ds: 70

From sip:watson@ell-tel.comtag=DkfVgj krt Mvaer KKpe

To: sip:watson@ell-tel.com

Call-1D: 70710@aturn. bell-tel.com

CSeq: 2 REQ STER

Contact: sip:+19725552222@wl. at | ant a. com user =phone

2.38 REA STER with a url parameter.

This register contains a contact where the 'user’ paraneter is a url-
param

The regi ster shoul d succeed and a subsequent retrieval of the
regi stration nust
i ncl ude "user=phone" as a url-paraneter.

Message Detail s

REAQ STER sip: bell-tel.com SIP/2.0

Via: SIP/2.0/UDP saturn. bell-tel.com 5060; branch=z9hG4bKkdj uw
Max- Forwards: 70

From sip:watson@ell-tel.comtag=838293

To: sip:watson@ell-tel.com

Call -1 D 70710@aturn.bell-tel.com

CSeq: 3 REG STER

Contact: <sip:+19725552222@wl. at | ant a. com user =phone>

2. 39 INVITE with an Unquoted Display Nane Containing Miltiple Tokens
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This is a legal INVITE where the To and From header contain display
nanes that contain rmultiple tokens but are unquoted.

Message Detail s

INVITE sip:t.watson@eee.org SIP/2.0

Vi a: SIP/ 2.0/ UDP c. bell-tel.com 5060; branch=z9h&G4bKkdj uw
Max- For war ds: 70
From A. Bell <sip:a.g.bell @ell-tel.conp;tag=459843
To: T. Watson <sip:t.watson@ eee. org>
Call-1D 31414@. bel |l -tel.com
CSeq: 1 INVITE
2.40 INVITE with an Unquoted Di splay Nane Contai ng Non- Token Characters
This is an illegal invite at the display nanmes in the To and From

headers contai n non-token characters but are unquot ed.

A server may be intelligent enough to cope with this but may al so
return a 400 response with an appropriate reason phrase.

Message Detail s

I NVITE sip:t.watson@eee.org SIP/2.0

Vi a: SIP/ 2.0/ UDP c.bell-tel.com5060; branch=z9hG4bKkdj uw
Max- For war ds: 70
From Bel I, Al exander <sip:a.g.bell @ell-tel.comnm;tag=43
To: WAt son, Thonmas <sip:t.watson@ eee. or g>
Call-1D: 31415@. bell -tel.com
CSeq: 1 INVITE
2.41 I NVITE with Unknown (Higher) Protocol Version in Start Line
This is an illegal INVITE as the SIP Protocol version is unknown.

The server should respond to the request with a bad version error.

Message Detail s
I NVI TE sip:t.watson@eee.org SIP/ 7.0

Vi a: SIP/ 2.0/ UDP c. bell-tel.com branch=z9h&4bKkdj uw
Max- For war ds: 70
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From A. Bell <sip:a.g.bell @ell-tel.conp;tag=qweoi gpe
To: T. Watson <sip:t.watson@ eee. org>
Call-1D: 31417@.bell -tel.com
CSeq: 1 INVITE
2.42 INVI TE wi th RFC2543 synt ax

This is a |l egal nessage per RFC 2543 whi ch shoul d be accepted by RFC
3261 el ements which want to maintain backwards conpatibility.

Message Detail s

I NVI TE si p: User B@il oxi.com SIP/2.0

Via: SIP/2.0/UDP iftgw biloxi.com

From <sip:+13035551111@ft.client. atlanta.com user=phone>;tag=93752
Recor d- Rout e: <si p: User B@i | oxi . com naddr =ss1. wcom conp

To: sip: +16505552222@s1. at | ant a. com user =phone

Call-1D 1717@ft.client. atl anta.com

CSeq: 56 INVITE

Security Considerations

Since this docunent represents NON NORMATI VE exanpl es of SIP session
establishnent, the security considerations in RFC 3261 [2] apply.

Ref erences
1 Bradner, S., "Key words for use in RFCs to |Indicate Requirenent
Level s", BCP 14, RFC 2119, March 1997
2 J. Rosenberg, H Schulzrinne, G Camarillo, A Johnston,
J. Peterson, R Sparks, M Handl ey, and E. Schooler, "SIP:
Session Initiation Protocol”, RFC 3261, June 2002.

3 J. Rosenberg and H. Schul zrinne, "An O fer/Answer Nbdel
with SDP", Internet Engineering Task Force, RFC 3264, April 2002.

Johnston et al Expires - February 2002 [ Page 28]



SIP Torture Test Messages August 2002

Acknowl edgrent s

Thanks to Rohan Mahy, Adam Roach, Gonzal o Camarillo, Cullen Jennings,
and Tom Taylor for their detailed comments during the final final
review. Thanks to Vijay Qurbani for his coments.

The authors wish to thank Neil Deason for his additions to the
Torture Test nessages and Kundan Singh for performng parser
val i dati on of nessages.

The authors wish to thank the followi ng individuals for their
participation in the final review of this call flows docunent: Aseem
Agarwal , Rafi Assadi, Ben Canpbell, Sunitha Kumar, Jon Peterson, Marc
Petit-Huguenin, Vidhi Rastogi, and Bodgey Yin Shaohua.

The authors also wish to thank the follow ng individuals for their
assi stance: Jean-Francois Mil e, Hemant Agrawal, Henry Sinnreich,
Davi d Devanatham Joe Pizzinmenti, Matt Cannon, John Hearty, the whole
MCI Worl dCom | POP Design team Scott Oton, Geg Osterhout, Pat

Sol | ee, Doug Wi senberg, Danny M stry, Steve MKi nnon, and Deni se

I ngram Deni se Caballero, Tom Redman, Ilya Slain, Pat Sollee, John
Truet ken, and others from MCl WorldCom 3Com C sco, Lucent and
Nortel .

Aut hor’ s Addr esses

Al an Johnst on

Wor | dCom

100 South 4th Street
St. Louis, MO 63102
USA

EMai | : al an. j ohnst on@wcom com

Jonat han Rosenberg
dynami csof t

72 Eagl e Rock Ave

East Hanover, NJ 07936
USA

EMai | : jdrosen@ynam csoft.com

Henni ng Schul zri nne

Dept. of Conputer Science
Col unbi a University

1214 Amst er dam Avenue

New Yor k, NY 10027

USA

Johnston et al Expires - February 2002 [ Page 29]



SIP Torture Test Messages August 2002

EMail: schul zri nne@s. col unbi a. edu

Copyright Notice
"Copyright (C) The Internet Society 2002. Al Rights Reserved.

This docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist inits inplenentation my be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Johnston et al Expires - February 2002 [ Page 30]






